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1. Introduction 
The security condition today leaves a lot to be desired. The recurrent cases of armed 
robbery, kidnapping, as well as the breaking and entering into people's home have caused the 
loss of properties worth billions of naira [1]. Some of these incidents occurred in secure homes 
or protected compound, and the attacks happened despite the security doors that were made 
to stop intruders. Individuals are now aware of the associated dangers of relying on keys or 
padlocks to provide security to unauthorised areas of their apartments [2], [3], [4]. Criminals 
can forge keys that could be used to gain access to unauthorised areas (rooms or offices) and 
people are currently looking for more effective methods to protect their homes and building 
premises [5]. To eliminate these drawbacks, the utilisation of password in doors and gates 
mechanism evolved. Unfortunately, users cannot constantly remember the sort of password, 
partly due to fundamental human inadequacies. Hence, most users attempt to write the 
password, which can be misplaced or seen by a third party. Other users tend to choose easy 
to remember passwords that could be easily guessed. These shortcomings necessitate the 
development of a better authentication method [6].  
The radio frequency identification (RFID) technology ensures no contact link between tag 
and reader or worried about dirty surroundings that may oppose other auto identification 
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 This paper describes the development of a two-factor radio frequency 
identification (RFID)-based security door authentication scheme that 
can provide efficient control facilities to restrict the entry of an 
unauthorised door user. The developed system consists of the RFID 
unit, a microcontroller programmed to control the operation of the door 
using a synchronous motor. The multiplexers that comprise integrated 
circuits combined with the liquid crystal display was utilized for 
displaying the status of the card user while the alarm system informs 
the public of an intruder. The experimental results are presented and 
discussed. 
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technologies like bar codes. The RFID systems are mostly categorised on the ground 
frequency ranges. The often used radio frequency identification kits include low frequency, 
medium frequency and high frequency.  
Basically, an RFID unit is made-up of antenna (coil), a transceiver and transponder (RFID 
tag) electronically programmed with unique information [7]. The tag consists of a small radio 
frequency transmitter, which sends encoded messages to interrogate the radio frequency tag, 
then the receiver who receives the radio signal give output with its identification information. 
The two commonly used categories of tags are the passive and the active tags. Nevertheless, 
the passive tags are not heavy and less expensive when compared to the active tags. The tag's 
information is stored electronically and can be installed in consumer products and could still be 
embedded in animals for identification. Few numbers of tags can be read from distance, meters 
away and even beyond line of sight from the reader. Some tags don't use battery, but use the 
signal energy sent by the reader as the source of energy. 
The security system for automatic opening and closing of doors to provide security for a 
home was investigated in [8]. The system was designed to open the home doors automatically 
by utilising the RFID to scan tags at the door, either to automatically open or lock the door. 
However, for a door user to access the house he must place the tag on the reader to scan it. 
In [9], the design of a security system for a bank locker by using RFID and fingerprint was 
considered. The fingerprint technique is really simple to manipulate but when the user is aged 
and the fingerprint pattern has wrinkled, it can be very difficult for the user to access the locker. 
In addition, persons who are involved in hard labour with bare hands could have rough 
fingerprints, which could cause the rejection of the user’s fingerprint. Smart power [10] applied 
RFID control system to an electromagnetic lock; to design the door access control system in 
another security system and this can permit selective entry of people using the RFID access 
control cards, digital keypads or remote control. The drawback of this design is that 
uninterrupted power is required for efficient operation of this system. 
The overall aim of this paper is the development and assessment of an RFID-based security 
system with efficient control system capabilities to secure the entrance to a house. The 
developed design would overcome the drawbacks of the single secret authentication approach 
for securing lives and properties. Moreover, the approach includes a technique of distinguishing 
different tags that may be within the range of the RFID reader 
2. Methods 
The developed RFID-based security system described in this paper utilises a two-factor 
(tag and pin code) authentication mechanism, as shown in Fig. 1, proposed in previous study 
[6]. The parameters of the design are given in Table 1. Diodes D1 – D6 are chosen to be IN4001 
because of the current threshold of the designed circuit while the resistance of the 12V relay 
coil selected is 167Ω. 
The experimental security door system was fabricated using aluminium material with 
dimensions (50cm x 30cm). The unit was covered with a hard board. The various components 
(RFID tag and reader, ATmega 32 micro-controller, liquid crystal display module, DC motor, 
buzzer alarm, relay, keypad, 240/15V transformer, voltage regulator, transistors, resistors, 
capacitors and diodes) utilised in the circuit fabrication were identified. A detailed discussion of 
these components is given in the literature [6]. 
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Fig. 1 Design setup of the developed RFID-based security system 
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Table 1 Parameters of the designed RFID-based security system 
Component Design/Selected value 
R1 100 Ω 
R2 4 kΩ 
R3 10 kΩ 
R4 10 kΩ 
R5 3.3 kΩ 
R6 1.2 kΩ 
C1 1000 μF 
C2 1000 μF 
C3 1000 μF 
C4 1000 μF 
C5 5.7 μF 
C6 5.7 μF 
V 5 V 
VCC 12 V 
β 205 
IC1 30mA 
I 1.5mA 
 
The components were laid out on a Vero board (with the aid of a schematic design circuit of 
Fig. 1) ensuring that there was no partial contact; thereafter, the circuit was soldered on the 
Vero board and tested before fixing it on the plastic casing that is fasten on the aluminium frame 
as illustrated in Fig. 2.  
 
Fig. 2 Components mounted in casing and looping of circuit terminals  
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The dimension of the case was determined by the size of the Vero board and other circuits 
components (transformer, RFID access control system, etc.) used. The locking system unit is 
made up of a dc motor and series of mechanism, which operates the gate. The ATmega 32 
micro-controller was programmed in C++ to control the hardware system and the performance 
of the developed system was determined experimentally, comparing the measured values with 
standard values. The characteristics of instruments used are shown in Table 2. 
Table 2 Main characteristics of measuring instruments 
Instrument Measurement Range Recording Resolution Accuracy (%) 
Milliameter 1 – 200 mA 0.5 mA 80  
DC Voltmeter 1 – 50 V 0.05 V 75  
Ohmmeter 1 – 200 kΩ 0.01 Ω 87 
Measuring tape 100 m 0.002 m 87 
Stop watch 60 s 0.01 s 99 
 
The monetary cost estimate for the different components utilised in the fabrication of the 
RFID-based security door system is given in Table 3. The total monetary cost of the fabricated 
RFID-based security door system including transportation and labour was approximately                    
₦ 55,720.0 ($144.1*). 
Table 3 Monetary cost estimate of fabrication of the RFID-based security door system 
Component Amount (₦) 
LED 90 
Capacitors 400 
Diodes 200 
Relay 500 
2N2222 210 
Buzzer 250 
Voltage regulators 800 
Motor 2,000 
Keypad 1,000 
Display unit 1,500 
Tag 1,000 
Atmga-16 Microcontroller 7,000 
RFID Conditioner 2,500 
RFID Reader 5,000 
245ICL 4,000 
Transformer 1,000 
Fuse 200 
A.C Plug 200 
Screw 300 
Jumper 150 
20 Pin IC Socket 220 
Heat Sink 1,200 
Aluminium Casing 5,500 
Fabrication of Casing 2,500 
Auxiliary Detector 4,500 
Reader Preparator 3,500 
Reader Antenna 5,000 
Software Analyser 5,000 
Total 55,720 
*US$ 1 ≈ ₦ 386.81 (Central Bank of Nigeria, accessed March 25, 2020) 
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3. Results and Discussion 
The developed RFID-based security door system prototype is presented in Fig. 3. After the 
complete system development, the next stage was to test for the performance of the system. 
The test was carried out to validate the operating performance of the developed system. The 
results of parameters measured when the developed system was powered are shown in                 
Table 4. As observed, the experimental results were slightly different from the theoretical 
values; the variations are attributed to either as a result of the percentage error and low battery 
of the instrument used or human error, which cannot be totally eliminated or both.  
 
Fig. 3 The developed RFID-based security door system prototype  
Table 4 Comparison of theoretical and experimental values 
Parameters Theoretical Values Measured Values Variation (%) 
AC Mains (Vac) 240.00 V 210.50 V 12.29 
Transformer Output (Vac) 15.00 V 14.50 V 3.30 
Rectifier Output (Vac) 14.00 V 13.50 V 3.57 
Voltage Regulator (LM7812) 12.00 V 12.00 V 0 
Voltage Regulator (LM7805) 5.00 V 5.00 V 0 
Scanning Rate 2 s 2 s 0 
Operating Distance 0.50 m 0.49 m 2 
 
Fig. 4 and Fig. 5 show the operation of the developed prototype of the RFID-based security 
door when powered and tested by placing a tag close to the RFID reader.  
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Fig. 4 Performance testing of developed RFID-based security door system prototype –                                  
when valid tag was placed within a distance of 0.5m, the door automatically opens and remained in 
the open position for 5s.   
 
Fig. 5 Performance testing of developed RFID-based security door system prototype –                                        
after 5s the door closes  
The following observations were made: 
(a) access to restricted areas was only granted to authorised users; 
(b) when access was granted to a recognise door user, the door remained opened for 5s 
thereafter the door closes, which can prevent intruders from gaining access; and 
(c) when either a wrong pin numbers or an invalid tag or both were entered, the alarm 
circuit is activated, alerting the surrounding of an intruder. 
4. Conclusion 
A modern technology that can overcome the challenges of the conventional techniques is 
required to guarantee the safety of lives and properties, especially at homes and offices. This 
paper has developed an RFID-based security system with efficient control system facilities 
and assessed its performance of securing the entrance to a private property. The developed 
design would overcome the drawbacks of the single secret authentication method for securing 
lives and properties. Moreover, the approach includes a technique of distinguishing different 
tags within the range of the RFID reader. This improvement in the electronics locking system 
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could reduce frequent occurrence of armed robbery as well as breaking and entering into 
people’s home. 
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